
Smart solutions to make 
products consumers can trust
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Why is cyber security evaluation 
that important?

In 2017, 2 million voice messages had been recorded on these 
cloud pets and were discovered in an open database

This database included users' E-Mail addresses, passwords and 
profile pictures, etc.

The database was not protected with a username and password, 
therefore a ransomware attack happened
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What makes an IoT device 
vulnerable to attack?

According to OWASP (Open Web Application Security Project) IoT 
project, all IoT devices have potential security vulnerabilities such 
as: weak passwords, other poor default security settings and lack 
of encryption, etc.

To understand what makes IoT devices vulnerable to attack, we 
have to understand the anatomy of an IoT Device:

Hardware: Data control / acquisition / processing / storage

Sensors: Sensors are providing data about different values like 
temperature, voice recordings, humidity

Actuators: Could set the temperature of the air-conditioning automatically 
after the measurement from the sensor

Wireless Communication: LoRaWAN (Long Range Wide Area Network), 
Zigbee, Wi-Fi 802.11n, etc. 

User Interface: Directly paired to smartphone or other control units (not a 
must)
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What makes an IoT device 
vulnerable to attack?

Most IoT devices have no built-in user interfaces

Limited computing capacity and low price

The user has to configure device with a smartphone or directly 
connect the devices using WPS (Wifi Protected Setup (WPS) to 
control and monitor the devices with mobile application

To attack such kind of devices, attackers are identifying and using 
IoT device vulnerabilities exploited by attack vectors:

Attacker identifies a potential target

Gathering information about the target by using malware or phishing, etc.

Gaining unauthorized access to the system and steal sensitive data
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What makes an IoT device 
vulnerable to attack?

The most common types of attack vectors are:

Compromised or weak credentials:

Usernames and passwords are still the most common type of access and 
could be exposed in data leaks, phishing scams and malware

Data will be published in webs like "RockYou21”

Missing or poor encryption:

Data encryption like SSL certificates which could prevent man-in-the-
middle attacks

Misconfiguration of cloud services:

Using default credentials can lead to data breaches and data leaks 

Backdoors:

Manufacturers put hidden access mechanisms in devices and can leave an 
open door for the attacker
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Who should be / is responsible 
for security?

Manufacturer should develop secured products

Importer / retailers should only import / sell certified products 

Infrastructure providers should only allow certified products on 
their network

Platform providers should develop and operate secured systems

Regulatory authorities should define conformity controls, 
monitor manufacturers and service providers

Conformity assessment bodies should provide technical 
knowledge

Customer should not expect a secured product nowadays



9info@qima.com

Why is cyber security evaluation that 
important?
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European Commission (EC):

On the 29th of October 2021, the EC 
strengthens cybersecurity of wireless 
devices and products 

Revision of the Radio Equipment 
Directive 2014/53/EU with delegated 
regulation 2014/53/EU

Becomming mandatory from mid of 2024

Products coverage:

Radio equipment that can communicate 
itself over the internet, whether it 
communicates directly or via any other 
equipment (e.g. Smartphones, tablets, 
electronic cameras, IoT Devices)

Toys and childcare equipment (e.g. toys 
and baby monitors)

Wearables (e.g. Smartwatches, fitness 
trackers)

What kind of products are excluded:

Motor vehicles 

Electronic road toll systems 

Equipment to control unmanned aircraft

https://single-market-economy.ec.europa.eu/system/files/2021-10/C_2021_7672_F1_COMMISSION_DELEGATED_REGULATION_EN_V10_P1_1428769.PDF
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How to comply with this new 
regulation?

The delegated act imposes essential requirements and added the 
following paragraphs: 

(d) to ensure network protection

(e) to ensure safeguards for the protection of personal data and privacy

(f) to ensure protection from fraud

The new harmonized standards under the delegated act of the 
2014/53/EU are still under development

Before any harmonized standard becomes available, 
manufacturers can start to comply with the most common 
standard for IoT Products published from the ETSI Organization 
(ETSI EN 303 645)

https://www.etsi.org/deliver/etsi_en/303600_303699/303645/02.01.01_60/en_303645v020101p.pdf
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ETSI EN 303 645

What is ESTI EN 303 645

Defines baseline requirements for IoT Products 

From level 0 to good enough security

Addresses most known large-scale attacks (e.g. Mirai Botnet)

Overall, a good practice for cyber security and data privacy 
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ETSI EN 303 645
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ETSI TR 103 621 

ETSI TR 103 621 is providing a certain guideline on how to comply with the requirements of the ETSI EN 303 645 standard
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Examples

Implanted medical devices

Potential risk: battery could be discharged, incorrect pacing or 
incorrect electric shocks to patients

How do the hackers break in: hackers hacked the three-byte 
(24 bit) authentication tag (which is quite short)

How to defend the hackers?

ETSI 303 645 addresses this problem through a specific 
requirement:

5.5 Communicate securely - the consumer IoT device 
shall use best practice cryptography to communicate 
securely

ETSI TR 103 621 helps developers to use proper protection

Refer to ETSI TR 103 621 6.29
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Examples

Webcam

Potential risk: publishing live feeds on the internet

How do the hackers break in: faulty software that let anyone who 
obtained a camera‘s IP adress loook through it. Transmitted user 
login credentials in clear, readable text over the internet / mobile 
applications 

How to defend the hackers?

ETSI 303 645 addresses this problem through a specific 
requirement:

5.4 Securely store sensitive security parameters - sensitive 
security parameters in persistent storage shall be stored 
securely by the device

ETSI TR 103 621 helps developers to use proper protection

Refer to ETSI TR 103 621 6.25
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Thank You!

Email: info@qima.com
Visit: www.qima.com

mailto:info@qima.com
http://www.qima.com/
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